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codes listed in 2001.26(a)(2), provided
that:

(i) The exemption has been approved
by the Panel under section 3.3(j) of the
Order;

(ii) The Panel is notified of the intent
to take such actions for specific infor-
mation in advance of approval and the
information remains in active use; and

(iii) The exemption code is accom-
panied with a declassification date or
event that has been approved by the
Panel.

(c) Dissemination of classification
guides. Classification guides shall be
disseminated as necessary to ensure
the proper and uniform derivative clas-
sification of information.

(d) Reviewing and updating classifica-
tion guides. (1) Agencies shall incor-
porate original classification decisions
into classification guides as soon as
practicable.

(2) Originators of classification
guides are encouraged to consult the
users of guides and other subject mat-
ter experts when reviewing or updating
guides. Also, users of classification
guides are encouraged to notify the
originator of the guide when they ac-
quire information that suggests the
need for change in the instructions
contained in the guide.

§2001.16 Fundamental
guidance review.

classification

(a) Performance of fundamental classi-
fication guidance reviews. An initial fun-
damental classification guidance re-
view shall be completed by every agen-
cy with original classification author-
ity and which authors security classi-
fication guides no later than June 27,
2012. Agencies shall conduct funda-
mental classification guidance reviews
on a periodic basis thereafter. The fre-
quency of the reviews shall be deter-
mined by each agency considering fac-
tors such as the number of classifica-
tion guides and the volume and type of
information they cover. However, a re-
view shall be conducted at least once
every five years.

(b) Coverage of reviews. At a min-
imum, the fundamental classification
guidance review shall focus on:

(1) Evaluation of content.

§2001.20

(i) Determining if the guidance con-
forms to current operational and tech-
nical circumstances; and

(ii) Determining if the guidance
meets the standards for classification
under section 1.4 of the Order and an
assessment of likely damage under sec-
tion 1.2 of the Order; and

(2) Evaluation of use:

(i) Determining if the dissemination
and availability of the guidance is ap-
propriate, timely, and effective; and

(ii) An examination of recent classi-
fication decisions that focuses on en-
suring that classification decisions re-
flect the intent of the guidance as to
what is classified, the appropriate
level, the duration, and associated
markings.

(c) Participation in reviews. The agen-
cy head or senior agency official shall
direct the conduct of a fundamental
classification guidance review and
shall ensure the appropriate agency
subject matter experts participate to
obtain the broadest possible range of
perspectives. To the extent practicable,
input should also be obtained from ex-
ternal subject matter experts and ex-
ternal users of the reviewing agency’s
classification guidance and decisions.

(d) Reports on results. Agency heads
shall provide a detailed report summa-
rizing the results of each classification
guidance review to ISOO and release an
unclassified version to the public ex-
cept when the existence of the guide or
program is itself classified.

Subpart C—Ildentification and
Markings

§2001.20 General.

A uniform security classification sys-
tem requires that standard markings
or other indicia be applied to classified
information. Except in extraordinary
circumstances, or as approved by the
Director of ISOO, the marking of clas-
sified information shall not deviate
from the following prescribed formats.
If markings cannot be affixed to spe-
cific classified information or mate-
rials, the originator shall provide hold-
ers or recipients of the information
with written instructions for pro-
tecting the information. Markings
shall be uniformly and conspicuously
applied to leave no doubt about the
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§2001.21

classified status of the information,
the level of protection required, and
the duration of classification.

§2001.21 Original classification.

(a) Primary markings. At the time of
original classification, the following
shall be indicated in a manner that is
immediately apparent:

(1) Classification authority. The name
and position, or personal identifier, of
the original classification authority
shall appear on the ‘Classified By”
line. An example might appear as:

Classified By: David Smith, Chief, Division 5
or
Classified By: ID#IMNO1

(2) Agency and office of origin. If not
otherwise evident, the agency and of-
fice of origin shall be identified and fol-
low the name on the ‘‘Classified By”’
line. An example might appear as:

Classified By: David Smith, Chief, Division 5,
Department of Good Works, Office of Ad-
ministration.

(3) Reason for classification. The origi-
nal classification authority shall iden-
tify the reason(s) for the decision to
classify. The original classification au-
thority shall include on the ‘‘Reason”
line the number 1.4 plus the letter(s)
that corresponds to that classification
category in section 1.4 of the Order.

(i) These categories, as they appear
in the Order, are as follows:

(A) Military plans, weapons systems,
or operations;

(B) Foreign government information;

(C) Intelligence activities (including
covert action), intelligence sources or
methods, or cryptology;

(D) Foreign relations or foreign ac-
tivities of the United States, including
confidential sources;

(E) Scientific, technological, or eco-
nomic matters relating to the national
security;

(F) United States Government pro-
grams for safeguarding nuclear mate-
rials or facilities;

(G) Vulnerabilities or capabilities of
systems, installations, infrastructures,
projects, plans, or protection services
relating to the national security; or

(H) The development, production, or
use of weapons of mass destruction.

(ii) An example might appear as:

32 CFR Ch. XX (7-1-10 Edition)

Classified By: David Smith, Chief, Division 5,
Department of Good Works, Office of Ad-
ministration Reason: 1.4(g)

(4) Declassification instructions. The
duration of the original classification
decision shall be placed on the ‘‘De-
classify On” line. When declassifica-
tion dates are displayed numerically,
the following format shall be used:
YYYYMMDD. Events must be reason-
ably definite and foreseeable. The
original classification authority will
apply one of the following instructions:

(i) A date or event for declassifica-
tion that corresponds to the lapse of
the information’s national security
sensitivity, which is equal to or less
than 10 years from the date of the
original decision. The duration of clas-
sification would be marked as:

Classified By: David Smith, Chief, Division 5,
Department of Good Works, Office of Ad-
ministration

Reason: 1.4(g)

Declassify On: 20201014 or

Declassify On: Completion of Operation

(ii) A date not to exceed 25 years
from the date of the original decision.
For example, on a document that con-
tains information classified on October
10, 2010, apply a date up to 25 years on
the ‘‘Declassify On’’ line:

Classified By: David Smith, Chief, Division 5,
Department of Good Works, Office of Ad-
ministration

Reason: 1.4(g)

Declassify On: 20351010

(iii) If the classified information
should clearly and demonstrably be ex-
pected to reveal the identity of a con-
fidential human source or a human in-
telligence source, no date or event is
required and the marking ‘‘50X1-HUM”’
shall be used in the ‘‘Declassify On”
line; or

(iv) If the classified information
should clearly and demonstrably be ex-
pected to reveal key design concepts of
weapons of mass destruction, no date
or event is required and the marking
“50X2-WMD”’ shall be used in the ‘“‘De-
classify On” line.

(b) Overall marking. The highest level
of classification is determined by the
highest level of any one portion within
the document and shall appear in a
way that will distinguish it clearly
from the informational text.
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